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What | Want to Talk About Today

1. The rapid evolution of the Cyberthreat

3. El

growing vulnerability
ents of a response

4. The role of the acquisition process

5. Northrop Grummanos | e
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Anything But a Game —

nThe U. S. | -qitackmirdially all thg b e r
I | me, €V & Def¢hse Straaly Robéh Gate

nDON systems are
attack and must be continuously
d e e n tooNNEWhite Paper

niNearl y every day
discovering new threats and attacks
agal nst our c¢ourssr



The Nature of the Cyberthreat:

" Smarter
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They Are Bggérti ng &

152 % increase in cyber attacks on USG (2007)

55 % rise in intrusions on mllltary networks (2007)

360 million™_ probes of Pentagon computers da|l)/

9.4 million _ distinct bot-infected computers -

75.000 + bots active on average day

170,000 botsin 74 countries in 7/4/09 attack
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T'he [ argest nstandi ng

*Sources: Northrop Grumman, Symantec, AP, New New Internet



They Are Getting ... Faster e

Number of new threats
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They Ar e Bmarteri ng
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What 6s t he Moti ve? —

AFun é
and profit

A Information
A Drain
A Distract

A Destroy
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Heightening Our Vulnerabillity

G
nWe have met “\’
 the enemy. \{|
and he is us}pk
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A Growing A Openness of our
dependence on networks and culture

Information systems .
A Lack of awareness/training:

AiGaps and OvieChmaplseéss and

10



11

Reality Check

AWe wonodt cat

Al Asymmetric

I attack is cheap, defense is dear
A Deterrence is a challenge

ADefensively,
one step behind
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