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1. The rapid evolution of the Cyberthreat

What I Want to Talk About Today

2. Our growing vulnerability

3. Elements of a response

4. The role of the acquisition process

5. Northrop Grummanôs leadership
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Anything But a Game
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ñThe U.S. is under cyber-attack virtually all the 
time, every day.òīDefense Secretary Robert Gates

ñDON systems are constantly under
attack and must be continuously
defended.òīDON-NNE White Paper

ñNearly every day our nation is
discovering new threats and attacks
against our countryôs networks.ò īCSIS



Bigger

Smarter

The Nature of the Cyberthreat:
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Faster



They Are Getting é Bigger
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152 % increase in cyber attacks on USG (2007)

55 % rise in intrusions on military networks (2007)

360 million probes of Pentagon computers daily

9.4 million distinct bot-infected computers

75,000 + bots active on average day

170,000 bots in 74 countries in 7/4/09 attack

The largest ñstanding armyò in history!
*Sources:  Northrop Grumman, Symantec, AP, New New Internet



New Malicious Code Threats: 2002 -2008
* Source:  Symantec 7
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They Are Getting é Faster
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They Are Getting é Smarter
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Whatôs the Motive?

ÅFun é
and profit

ÅInformation

ÅDrain

ÅDistract

ÅDestroy



ÅGrowing
dependence on
information systems

ÅñGaps and Overlapsò
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Heightening Our Vulnerability

ÅOpenness of our
networks and culture

ÅLack of awareness/training: 
ñCareless and Cluelessò

ñWe have met
the enemy
and he is us.ò

īPogo
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Reality Check

ÅWe wonôt catch everything

ÅñAsymmetric warfareò 

ï attack is cheap, defense is dear

ÅDeterrence is a challenge

ÅDefensively, weôll always be 
one step behind


