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Northrop Grumman Lab

Cybersecurity Research Consortium

CyLab Consortium Research Projects

* Detection Mechanisms for Integrity Attacks on Sensing &
Control Software Systems

» Detect integrity attacks on distributed control software systems. Has
software on embedded devices been modified? Are there
discrepancies between sensed & expected behavior? What do they
Indicate?

« Towards Minimizing the Attack Window for Exploitable Bugs

« Develop techniques, attack models and theoretical foundations for
finding new bugs, prioritizing bugs by their exploitability and safely
distributing patches that fix exploitable bugs

 Real-Time Execution Trace Recording & Analysis

* Enable real-time forensics, which would otherwise be impossible. Did
attackers exploit vulnerability to compromise systems; if yes, what
operations did they perform?

CYBERSECLRITY
RESEARCH

© 2009 Carnegie Mellon CyLab All rights reserved. 2 www.cylab.cmu.edu



	Slide Number 1
	Northrop Grumman�Cybersecurity Research Consortium 

