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Today, Irregular Warfare is most often described 
as the type of operations we are seeing in 
Afghanistan and Iraq, which include the three 
major elements of stability and security, counter 
insurgency, and counter terrorism. Those waging 
the fight are determined to supplant an adversary’s 
control and influence with their own. Irregular 
Warfare does not require the use of direct 

military power and can often emphasize  
indirect means and unconventional methods  
to harass, coerce, subvert, and exhaust an 
opponent. It is important to realize, however, 
that a broad spectrum of warfare can and likely 
will occur simultaneously within the same 
conflict: Irregular Warfare.

At Northrop Grumman, we are working aggressively 
with our military and government customers and 
partners to ensure that the right tool sets, capa-
bilities, and systems are developed and deployed 
to support the missions at hand. Ultimately, it  
is the military and government agency leaders 
who define the requirements that allow these 
systems to successfully complete their missions.

Discussions in the Quadrennial Defense Review 
(QDR) and through the Office of the Secretary  
of Defense reinforce the plan for providing our 
forces with the capabilities for “maximum 

versatility across the widest possible spectrum 
of conflict” through such initiatives as expanding 
unmanned systems for Intelligence Surveillance 
and Reconnaissance (ISR), increasing key enabling 
assets such as air and sealift for Special Operation 
Forces, and strengthening systems to support 
strategic communications. Northrop Grumman’s 
wide-ranging portfolio of technologies, systems, 
and services is exceptionally well-aligned to 
these requirements. We regularly pioneer key 
capabilities and technologies that give our 
nation the ability to successfully prosecute 
Irregular Warfare.

NORTHROP GRUMMA n: MEETIng THE CHALLEngE 
Northrop Grumman offers its customers a  
broad set of integrated capabilities that addresses  
everything from an adversary’s planning  
process to network creation and protection.  
These capabilities also include more traditional 
sensor and exploitation systems and tools 
through the delivery of specialized, battle-  
proven equipment and capabilities that lead  
the way to intelligence gathering, situational  
awareness, and, ultimately, mission success. 

Our innovative technical and mission-oriented 
approach to support the warfighter has resulted 
in a product portfolio that is well positioned  
to meet the critical conventional and Irregular 
Warfare challenges outlined in the QDR.

Northrop Grumman is a leading developer and 
producer of high-performance, miniaturized 
sensor systems for Unmanned Aerial Vehicles 
(UAVs). With names like STARLite, VADER, and 
ARTEMIS, these payloads deliver outstanding 
radio frequency (RF) or electro-optical sensing 
capabilities for synthetic aperture radar, Ground 
Moving Target Indication, Dismount Moving 
Target Indication, and foliage penetration.   

ADVERTISEMENT

On Irregular Warfare.

STARLite signi�cantly improves battle�eld situational awareness and optimizes 
force maneuver and engagement for mission success.

Coherent Change Detection (CCD) post processing successfully applied to  
STARLite maps.

By Jeff Palombo, Sector Vice President & General Manager, Land & Self-Protection Systems Division



   

Improvised Explosive Devices (IEDs) remain  
the weapon of choice for terrorists worldwide,  
giving insurgents with minimal skills and resources 
the ability to conduct spectacular attacks for a 
relatively small investment. To defeat this threat, 
a Northrop Grumman-wide campaign was com- 
missioned to develop and implement counter-IED 
systems, capabilities, and technologies. This 
IED-Defeat approach has 
been critical to the warfighter 
and our strong partnership 
with JIEDDO—the Joint IED 
Defeat Organization.

The challenge in the airborne 
ISR arena is to continue to 
rapidly develop and field 
evolutionary, yet economical, 
sensor technologies and 
capabilities for existing and 
emerging platforms that 
expand mission functions. 
At the same time, these 
technologies must take into 
account the current and 
future needs associated with 
conventional and Irregular 
Warfare. Modular, scalable, 
wideband, and high-band-
width technologies will 
enable rapid deployment 
and fielding, and increase the number of applica-
tions for “platform neutral” solutions.

Northrop Grumman’s sensors gather, assess, and 
disseminate the information necessary to support 
our intelligence needs. They also provide the 
capability to quickly and accurately relay detailed 
imagery that expands the tactical options available 
to military commanders. This capability is particu-
larly important in Irregular Warfare, where enemy 
combatants attempt to blend in with the general 
public. Northrop Grumman has been a key 
provider of systems and sensors for intelligence 
gathering, exploitation, and situational awareness. 
By anticipating changes in defense priorities, we 
have created a new generation of multi-functional, 
scalable sensors that operate in many domains.

One of the most challenging problems posed by 
Irregular Warfare is timely response. New Irregular 
Warfare challenges are continuously evolving and 
we must be able to deploy responsive systems as 
quickly as possible. In concert with rapid fieldings, 
environmental, reliability, logistics, training, and 
other requirements must be addressed before a 
system can be sent into theater. Northrop Grumman 

does this by using military off-the-shelf hardware 
and software modules that become the building 
blocks of innovative solutions for our customers. 
Use of these proven modules permits rapid 
transition from engineering to the factory to 
deployment. Because the new solutions are 
based on field-tested, battle-proven systems they 
are highly reliable, designed to perform in the 

harshest environmental 
conditions, have existing 
logistics trails, and have 
user interfaces that are 
similar to those of previously 
fielded systems. 

Irregular warfare 
threats: constant and 
persistent
Irregular Warfare is unique 
in that the enemy is most 
likely not a member of a 
state-sponsored military 
organization or a citizen  
of the state in which he 
is fighting, and is most 
certainly not bound by the 
international rules of armed 
conflict. In addition, Irregular 
Warfare is not limited to 
battlefields or urban areas, 
but is often waged in non- 

traditional spaces such as the cyber, financial, 
and commercial spheres. 

Because the insurgents’ command and control 
utilizes cell phones, satellites, and networks, 
they can detonate IEDs wirelessly, change tactics 
rapidly, and operate as disconnected cells — we 
must be agile in developing capabilities to gather 
intelligence, provide improved situational 
awareness, and deploy effective systems to 
prevent and neutralize the threats. 

At Northrop Grumman, we recognize the global 
security challenges before us, and are well 
positioned to respond with adaptive systems to 
support both conventional and Irregular Warfare, 
including quick response capabilities, sensors  
for unmanned platforms, net-ready sensors,  
communications, and advanced network sensors 
and security for coalition forces.  
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VADER will allow accurate Ground Moving Target Indicator (GMTI) 
data and Synthetic Aperture Radar (SAR) imagery to be readily 
available to ground commanders in real time. The antenna was 
designed to support multiple missions, including the capability  
to detect dismounts and facilitate the exploitation of this data.


