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Cloud Migration
Northrop Grumman has worked closely as a technical advisor 

to our US Military customer for over a decade, successfully 

delivering high quality software products and technical 

solutions. This customer asked for guidance on a specific 

technical challenge involving their most mission critical legacy 

applications hosted at a legacy DoD data center.  These 

applications are highly sensitive to system and network 

disruptions and had been experiencing availability issues for 

years.  Mission degradation occurs if their high availability 

requirements are not met, negatively impacting the customer’s 

ability to fulfill military services’ mission objectives in training, 

certifying and deploying a capable force.

Northrop Grumman conducted a formal DoD Business Case 

Analysis (BCA) on behalf of the customer, including a cloud 

assessment.  Our recommendation, in order to achieve the 

required high availability requirements of the applications, 

was to migrate the applications to a secure cloud. We 

compared four cloud alternatives, conducting an analysis of 

the financial and non-financial benefits and risks.  Migrating to 

the AWS GovCloud was determined to be the most viable 

option for generating the greatest savings, fully satisfying all 

requirements and providing the greatest operational benefit.

After conducting an application rationalization review, the 

migration process consisted of moving the customer-

prioritized list of applications through Development, Test, Pre-

Production, and Production environments. As part of our 

solution implementation we:

• Designed a scalable, high availability, secure system in 

AWS GovCloud for a global customer base

• Worked closely with industry and DoD thought leaders 

supported by AWS Professional Services and the AWS Well 

Architected Framework, Defense Digital Service (DDS) with 

their agile transformation focus, and the Air Force Platform 

One team with their well-regarded DevSecOps framework

• Implemented DevSecOps architecture following DoD 

CIO guidance for best practices

• Deployed immutable software using containers and 

Kubernetes for container orchestration

• Applied cross-functional skill sets of Development, 

Cybersecurity, and Operations throughout the 

software lifecycle - instead of sequentially via 

traditionally separated silos

• Leveraged agile software principles encompassing 

rapid, incremental, iterative updates

• Migrated core software from a legacy vendor-

locked technology stack

• Utilized Open Source, where feasible, balanced 

with COTS.

• Reduced licensing costs

• Continually performed security scans of code and 

deployed within the CI/CD pipeline

Our modernization efforts included responsive design 

which would have been impractical in the legacy 

environment.  All applications have been successfully 

migrated to the AWS GovCloud and our customer no 

longer experiences performance issues. This has been 

field tested by thousands of soldiers from numerous 

edge locations using modernized versions of the 

applications. They run on a multitude of devices and 

form factors including phones, tablets, and laptops 

connecting to the cloud. This effort was regarded as a 

huge success, with many branches of the service now 

asking for additional, enhanced capabilities. 
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